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TITLE OF THE INVENTION 

MOBILE COMMUNICATION TERMINAL, SERVER, COMMUNICATION 
SYSTEM, COMMUNICATION CONTROL METHOD, AND COMMUNICATION 
CONTROL PROGRAM 
5 BACKGROUND OF THE INVENTION 

Field of the Invention 

[0001] , The present invention relates to a mobile 
communication terminal, a server, a communication system, 
a communication control method, and a communication control 
10 program. 

Related Background Art 

[0002] The users of cell phones are now no fewer than 

seventy millions in Japan, and a great number of users tend 
to buy a new cell phone every few years* This trend leads 

15 to generating a lot of preowned cell phones every year, and 

it can be said that how such a lot of preowned cell phones 
should be effectively utilized is a significant issue* 
[0003] On the other hand, inexpensive RFIDs (Radio 

Frequency Identifications) , which transmit information 

20 containing their own identification number at regular 

intervals, are commonly known, and there are also proposals 
on technologies and others of using such RFIDs to track links 
among spread goods, delivery vehicles, and warehouses in 
real time, thereby enabling estimation of delivery time of 

25 goods, searching for missing goods, promotion of efficiency 

in shipment and storage, and logistics such as joint shipment 
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(reference should be made to Japanese Patent Application 
Laid-Open No. 2001-328713) . 

[0004] Under the circumstances as described above, it 

is conceivable to provide the cell phones with an RFID 
5 information receiving function of receiving signals from 

RFIDs, and simply providing the cell phones with the RFID 
information receiving function can cause the problem as 
described below. Namely, if the RFID information receiving 
function is activated before the cell phones are handled 

10 as preowned cell phones (during a period in which each cell 

phone is used as a mobile terminal for cellular 
communication) , reception transactions at intervals of 
predetermined time will consume a massive amount of power. 
On the other hand, if the function as a mobile terminal for 

15 cellular communication is activated after the cell phones 

are handled as preowned cell phones, it will result in 
increasing the traffic too much in cellular communication 
networks. It is also expected that some users have a demand 
to desire to make available both the function as a mobile 

20 terminal for cellular communication and the RFID information 

receiving function, even with some increase in charge. 
[0005] For these reasons, it is strongly desired to 

develop a technology of avoiding excessive power consumption 
and traffic by appropriate switching among a state in which 

25 only the function as a mobile terminal for cellular 

communication is active (a cell-phone transmit/receive 
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mode) , a state in which only the RFID information receiving 
function is active (an RFID information receive mode) , a 
state in which the both functions are active (a dual mode) , 
and so on. From a user's point of view, there are hopes for 
5 setting charging rates as low as possible for user' s payment, 

with restrictions on use. 

[0006] The present invention has been accomplished in 

order to solve the above problem and an ob j ect of the invention 
is to provide a mobile communication terminal, a server, 
10 a communication system, a communication control method, and 

a communication control program enabling appropriate 
switching among a plurality of modes as described above. 
SUMMARY OF THE INVENTION 

[0007] In order to achieve the above object, a^mobile 

15 communication terminal according to the present invention 

is a mobile communication terminal comprising: 
identification information receiving means for receiving 
identification information from at least one 
mini-communicator which transmits predetermined 
20 identification information of its own; cellular 

communication means for implementing communication with a 
server or another terminal via a cellular communication 
network; and switching control means for receiving a 
switching signal for switching among a plurality of modes 
25 comprising an identification information receive mode of 

activating only the identification information receiving 
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means out of the identification information receiving means 
and the cellular communication means, and a cellular 
communication mode of activating only the cellular 
communication means, and for performing a mode switching 
5 control based on the received switching signal. 

[0008] A communication system according to the present 

invention is a communication system comprising at least one 
mini-communicator configured to transmit predetermined 
identification information of its own; a server capable of 

10 being connected to a cellular communication network; and 

at least one mobile communication terminal functioning as 
an aggregation point for aggregating information from the 
mini-communicator; wherein the mobile communication 
terminal comprises: identification information receiving 

15 means for receiving the identification information from the 

mini-communicator; cellular communication means for 
implementing communication with the server or another 
terminal via the cellular communication network; and 
switching control means for receiving a switching signal 

20 for switching among a plurality of modes comprising an 

identification information receive mode of activating only 
the identification information receiving means out of the 
identification information receiving means and the cellular 
communication means, and a cellular communication mode of 

25 activating only the cellular communication means, and for 

performing a mode switching control based on the received 



4 



FP03-0255-00 



switching signal; wherein the server comprises: switching 
signal transmittingmeans for transmitting a switching signal 
according to a predetermined mode switching request to the 
mobile communication terminal; and wherein the switching 
5 control means of the mobile communication terminal performs 

the mode switching control based on the switching signal 
received from the server . 

[0009] As described above, the mobile communication 

terminal comprises the identification information receiving 

10 means for receiving the identification information from the 

mini-communicator, and the cellular communication means for 
implementing communication with the server or another 
terminal via the cellular communication network. In this 
mobile communication terminal the switching control means 

15 receives the switching signal for switching among the 

plurality of modes comprising the identification information 
receive mode of activating only the identification 
information receiving means out of the identification 
information receiving means and the cellular communication 

20 means, and the cellular communication mode of activating 

only the cellular communication means, and performs the mode 
switching control based on the received switching signal. 
The plurality of modes herein may be comprised of only the 
above-stated identification information receive mode and 

25 cellular communication mode, or may be comprised of a total 

of three modes consisting of the foregoing two modes and 
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an additional dual mode of activating both the identification 
information receiving means and cellular communication 
means. By providing the mobile communication terminal with 
the switching control means for performing the switching 
5 control based on the received switching signal among the 

plurality of modes as described above, it becomes feasible 
to implement appropriate switching among the plurality of 
modes. If an administrator of the communication system is 
allowed to set and control the above modes (e.g., if the 

10 administrator of the communication system is allowed to set 

and control the modes through the server or after-described 
cellular network management apparatus) , the administrator 
can control the modes used by the users. Therefore, it 
becomes possible to reduce charges on the users if required 

15 resources of the communication system can be cut down. 

[0010] The user (e.g., the administrator of the 

communication system or the like) may directly enter the 
switching signal into the mobile communication terminal, 
or the mobile communication terminal may receive the 

20 switching signal from the server. In the mode of receiving 

the switching signal from the server, a potential 
configuration is such that the server comprises switching 
signal transmittingmeans for transmitting a switching signal 
according to a predetermined mode switching request to the 

25 mobile communication terminal and the switching control means 

performs the mode switching control based on the switching 
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signal received from the server. 

[0011] Concerning the mode switching control, the 

cellular network management apparatus provided in the 
communication system may be configured to send the mode 
5 switching signal. Namely, in the configuration of the 

communication system, the communication system is configured 
to further comprise the cellular network management apparatus 
having : network state monitoring means for monitoring a state 
of the cellular communication network; class information 

10 memorizing means for memorizing class information defined 

for each mobile communication terminal or for each user of 
the mobile communication terminal; accepting means for 
accepting a user request about the mode switching control; 
and switching signal generating means for generating a mode 

15 switching signal based on at least one of the class information 

acquired from the class information memorizing means, the 
state information of the cellular communication network 
acquired in monitoring by the network state monitoring means , 
and the user request accepted by the accepting means, and 

20 for transmitting the switching signal to the mobile 

communication terminal; and the switching control means of 
the mobile communication terminal performs themode switching 
control based on the switching signal received from the 
cellular network management apparatus. 

25 [0012] By performing the mode switching control based 

on the switching signal generated based on at least one of 
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the class information, the state information of the cellular 
communication network, and the user request as described 
above, it becomes feasible to implement the mode switching 
control according to the circumstances or the user request. 
5 For example, where a user having a contract of the dual mode 

makes a temporary request for switching into the cellular 
communication mode, the cellular network management 
apparatus can generate the mode switching signal into the 
cellular communication mode according to the user request. 

10 In another case where the cellular communication network 

is in a heavily congested state, the cellular network 
management apparatus can generate the mode switching signal 
into the RFID information receive mode, based on the state 
information indicating the congestion, in order to 

15 automatically switch into the RFID information receive mode 

in which no cellular communication is carried out. 
[0013] The communication system is preferably 

configured to further comprise various means for estimating 
the location of the mini-communicator as described below. 

20 Namely, preferably, the mobile communication terminal 

further comprises measuring means for measuring a reception 
intensity of a radio wave received from the 
mini-communicator; and information generating means for 
generating transmission information to the server, which 

25 contains the identification information of the 

mini-communicator received from the mini-communicator, 
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identification information of the mobile communication 
terminal, and the reception intensity of the radio wave from 
the mini-communicator, and for making the cellular 
communication means transmit the generated transmission 
5 information to the server; and the server further comprises 

a mini-communicator location database storing location 
information of at least one mini-communicator; a terminal 
location database storing location information of at least 
one mobile communication terminal; and location estimating 

10 means for estimating a location of a mini-communicator 

corresponding to transmission information, based on 
transmission information from the mentioned mobile 
communication terminal containing identification 
information of a mini-communicator which a mobile 

15 communication terminal received from the mentioned 

mini-communicator, identification information of the 
mentioned mobile communication terminal, and a reception 
intensity of a radio wave from the mentioned 
mini-communicator, the pre-stored location information of 

20 the mini-communicator, and the pre-stored location 

information of the mobile communication terminal, and for 
updating the mini-communicator location database by the 
estimated location information. 

[0014] In this case, the mobile communication terminal 

25 makes the measuring means measure the reception intensity 

of the radio wave received from the mini-communicator , makes 
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the information generating means generate the transmission 
information to the server, containing the identification 
information of the mini-communicator received therefrom, 
the identification information of the mobile communication 
5 terminal, and the reception intensity of the radio wave from 

the mini-communicator, and makes the cellular communication 
means transmit the generated transmission information to 
the server* The server comprises the mini-communicator 
location database storing the location information of at 

10 least one mini-communicator, and the terminal location 

database storing the location information of at least one 
mobile communication terminal. The location estimating 
means estimates the location of the mini-communicator 
corresponding to the transmission information, based on the 

15 received transmission information, the pre-stored location 

information of the mini-communicator, and the pre-stored 
location information of the mobile communication terminal, 
and updates the mini-communicator location database by the 
estimated location information. 

20 [0015] In this configuration, the server estimates the 

location of the mini-communicator corresponding to the 
transmission information, whereby the location information 
of the mini-communicator is managed more securely by the 
mini-communicator location database . 

25 [0016] In this connection, preferably, the information 

generating means of the above mobile communication terminal 
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is configured to comprise: identification number memorizing 
means for memorizing an identification number of a 
mini-communicator which the mobile communication terminal 
was able to receive at a past point of time; determining 
5 means for comparing identification information of a 

mini-communicator which the mobile communication terminal 
is able to receive at the present time, with the identification 
number of the mini-communicator memorized, thereby 
determining whether there is a difference; and transmission 

10 control means for making the cellular communication means 

transmit the transmission information to the server, in a 
predetermined case where it is determined at least once that 
there is a difference. In this configuration, the 
transmission information is transmitted to the server only 

15 in the predetermined case where it is determined at least 

once that there is a difference, because of movement of at 
least one mini-communicator. Therefore, the server 
performs the estimation of location of mini-communicator 
and the update of the mini-communicator location database 

20 only if at least one mini-communicator is assumed to have 

moved, which can eliminate fruitless location estimation 
processing and implement efficient execution of processing. 
[0017] The component for the estimation of the location 

of the mini-communicator does not have to be limited to the 

25 server, but the estimation may be carried out at the mobile 

communication terminal. In that case, the mobile 



11 



FP03-0255-00 



communication terminal may be configured as follows. 
Namely, the mobile communication terminal further comprises 
measuring means for measuring a reception intensity of a 
radio wave received from the mini-communicator; receiving 
5 means for receiving from another mobile communication 

terminal, other terminal information containing the 
identification information of the mini-communicator, the 
reception intensity of the radio wave from the 
mini-communicator, and location information of the other 

10 mobile communication terminal; and location estimation 

control means for estimating the location of the 
mini-communicator corresponding to the transmission 
information, based on the reception intensity of the radio 
wave from the mini-communicator, measured by the measuring 

15 means of the mobile communication terminal, and on the other 

terminal information, and for notifying the server of the 
estimated location information. 

[0018] In this case, at the mobile communication 

terminal, the measuring means measures the reception 

20 intensity of the radio wave received from the 

mini-communicator, and the receivingmeans receives the other 
terminal information containing the identification 
information of the mini-communicator from the other mobile 
communication terminal, the reception intensity of the radio 

25 wave f rom the mini-communicator, and the location information 

of the other mobile communication terminal. Then the 
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location estimation control means estimates the location 
of the mini-communicator corresponding to the transmission 
information, based on the reception intensity of the radio 
wave from the mini-communicator measured by its mobile 
5 communication terminal, and on the other terminal 

information, and notifies the server of the estimated 
location information. In this manner the mobile 
communication terminal is able to estimate the location of 
the mini-communicator. Since the server is notified of the 
10 location information obtained there, the server is able to 

manage the location information of the mini-communicator 
in much the same manner as above. 

[0019] Meanwhile, the mobile communication terminal is 

preferably configured to further comprise traffic acquiring 

15 means for acquiring traffic information in the cellular 

communication network; and information storing means for 
receiving and temporarily storing the transmission 
information from the information generating means, and for 
performing such an operation control as to output the 

20 transmission information to the cellular communication means 

or store the transmission information, based on the traffic 
information in the cellular communication network acquired 
by the traffic acquiring means. In this case, the traffic 
acquiring means acquires the traffic information in the 

25 cellular communication network, and the information storing 

means performs such an operation control as to output the 
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transmission information to the cellular communication means 
or store the transmission information, based on the traffic 
information in the cellular communication network. For 
example, where the traffic in the cellular communication 
5 network exceeds a predetermined reference value, the 

information storing means can perform such an operation 
control as to avoid output of the transmission information 
to the cellular communication network. For this reason, the 
communication traffic can be smoothed in the cellular 

10 communication network. 

[0020] Furthermore, the mobile communication terminal 

is preferably configured to further comprise a memory for 
receiving and temporarily storing the transmission 
information from the information generating means; and 

15 selecting-outputting means for selecting transmission 

information to be outputted, from the transmission 
information stored in the memory, based on condition 
information containing at least a thinning condition for 
transmission information or a selection condition for 

20 transmission information to be outputted or to avoid output, 

and for outputting the transmission information to be 
outputted, to the cellular communication means. In this 
case, the selecting-outputting means selects the 
transmission information to be outputted, from the 

25 transmission information stored in the memory, based on the 

condition information containing at least the thinning 
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condition for transmission information or the selection 
condition for transmission information to be outputted or 
to avoid output, and outputs the transmission information 
to be outputted, to the cellular communication means. 
5 Therefore, the transmission information to be outputted can 

be appropriately selected according to the thinning condition 
or the selection condition for transmission information, 
and then be outputted. This function allows the system, for 
example, to avoid transmission of unnecessary transmission 

10 information indicating a halfway state in the memory, so 

as to decrease the transmission processing load and thus 
decrease the network traffic. It is also feasible to execute 
the transmission control and transmission avoidance control 
according to the desired selection condition. 

15 [0021] In the above communication system, preferably, 

the server further comprises: reference time 
generating-outputting means for generating a reference time 
as a reference of time stamp and transmitting the reference 
time to the mobile communication terminal, and the mobile 

20 communication terminal further comprises: time measuring 

means for measuring time; and calculating means for 
calculating a difference between the reference time 
transmitted from the server, and a measured time, and for 
outputting the value of calculated difference as a time stamp. 

25 [0022] In the above communication system, preferably, 

at least one of the mobile communication terminal and the 
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server further comprises authentication means for 
authenticating whether a mini-communicator is a qualified 
one . 

[0023] The mobile communication terminal forming the 

5 communication system as described above can be configured 

as follows. 

[0024] Namely, preferably, the mobile communication 

terminal according to the present invention is configured 
to further comprise relaying means for amplifying a 

10 transmitted or received radio wave of the cellular 

communication network communicable with the mobile 
communication terminal, to relay the radio wave. 
[0025] The mobile communication terminal according to 

the present invention is preferably configured so that the 

15 cellular communication means is configured to: set a 

transmission/reception channel for transmission/reception 
of the transmission information, separately from a user 
channel for transmission/reception of user data and a control 
channel for transmission/reception of a control signal, in 

20 communication via the cellular communication network, and 

transmit the transmission information through the use of 
the transmission/reception channel . 

[0026] The server forming the communication system as 

described above can be configured as follows. 
25 [0027] A server according to the present invention is 

a server capable of communication with at least one mobile 
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communication terminal having identification information 
receiving means for receiving identification information 
from at least one mini-communicator, and cellular 
communication means for implementing communication with a 
5 server or another terminal via a cellular communication 

network, the server comprising: switching signal 
transmitting means for transmitting to the mobile 
communication terminal a switching signal according to a 
predetermined mode switching request, in order to implement 

10 switching among a plurality of modes comprising an 

identification information receive mode of activating only 
the identification information receiving means out of the 
identification information receiving means and the cellular 
communication means, and a cellular communication mode of 

15 activating only the cellular communication means, at the 

mobile communication terminal, 

[0028] The server according to the present invention 

is configured to further comprise a mini-communicator 
location database storing location information of at least 

20 one mini-communicator; and location management means for 

receiving location information of a mini-communicator 
estimated and notified of by a mobile communication terminal, 
and for updating the mini-communicator location database 
by the received location information. 

25 [0029] Incidentally, the present invention can also be 

taken as invention associated with a communication control 
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method and be described as follows. 

[0030] Namely, a communication control method 

according to the present invention is a communication control 
method in a communication system comprising at least one 
5 mini-communicator configured to transmit predetermined 

identification information of its own, a server capable of 
being connected to a cellular communication network, and 
at least one mobile communication terminal functioning as 
an aggregation point for aggregating information from the 

10 mini-communicator, the communication control method 

comprising: a switching signal receiving step of receiving 
a switching signal for switching among a plurality of modes 
comprising an identification information receive mode of 
activating only identification information receiving means 

15 out of the identification information receiving means for 

receiving the identification information from the 
mini-communicator, and cellular communication means for 
implementing communication with the server or another 
terminal via the cellular communication network, and a 

20 cellular communication mode of activating only the cellular 

communication means, at the mobile communication terminal; 
and a switching control step of performing a mode switching 
control based on the received switching signal. 
[0031] The communication control method according to 

25 the present invention is characterized by further comprising 

a measuring step of measuring a reception intensity of a 
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radio wave received from the mini-communicator, at the mobile 
communication terminal; an information generating step of 
generating transmission information to the server, which 
contains the identification information of the 
5 mini-communicator received from the mini-communicator, 

identification information of the mobile communication 
terminal, and the reception intensity of the radio wave from 
the mini-communicator, at the mobile communication terminal ; 
an information transmitting step of transmitting the 

10 generated transmission information to the server, at the 

mobile communication terminal; and a location estimating 
step of estimating a location of a mini-communicator 
corresponding to the transmission information, based on the 
received transmission information, pre-stored location 

15 information of the mini-communicator, and pre-stored 

location information of the mobile communication terminal, 
at the server. 

[0032] The communication control method according to 

the present invention is also characterized in that the 

20 information generating step is configured to: compare an 

identification number of a mini- communicator which the mobile 
communication terminal was able to receive at a past point 
of time, with identification information of a 
mini-communicator which the mobile communication terminal 

25 is able to receive at the present time, to determine whether 

there is a difference; and generate the transmission 
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information, in a predetermined case where it is determined 
at least once that there is a difference. 

[0033] The communication control method according to 

the present invention is also characterized by further 
5 comprising a measuring step of measuring a reception 

intensity of a radio wave received from the 
mini-communicator, at the mobile communication terminal; 
a receiving step of receiving from another mobile 
communication terminal, other terminal information 

10 containing identification information of a 

mini-communicator, a reception intensity of a radio wave 
from the mentioned mini-communicator, and location 
information of the other mobile communication terminal, at 
the mobile communication terminal; and a location estimating 

15 step of estimating a location of the mini-communicator 

corresponding to transmission information, based on the 
reception intensity of the radio wave from the 
mini-communicator, which was measured at the mobile 
communication terminal, and on the other terminal 

20 information, at the mobile communication terminal. 

[0034] The present invention can also be taken as 

invention associated with a communication control program 
and be described as follows. 

[0035] Namely, a communication control program 

25 according to the present invention is a communication control 

program to be executed by a computer in a mobile communication 
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terminal comprising identification information receiving 
means for receiving identification information from at least 
one mini-communicator configured to transmit predetermined 
identification information of its own, and cellular 
5 communication means for implementing communication with a 

server or another terminal via a cellular communication 
network, the communication control program comprising: a 
switching signal receiving step of receiving a switching 
signal for switching among a plurality of modes comprising 

10 an identification information receive mode of activating 

only the identification information receiving means out of 
the identification information receiving means and the 
cellular communication means, and a cellular communication 
mode of activating only the cellular communication means; 

15 and a switching control step of performing a mode switching 

control based on the received switching signal. 
[0036] The communication control program according to 

the present invention may further comprise a measuring step 
of measuring a reception intensity of a radio wave received 

20 from a mini-communicator; a determining step of comparing 

an identification number of a mini-communicator that the 
mobile communication terminal was able to receive at a past 
point of time, with identification information of a 
mini-communicator that the mobile communication terminal 

25 is able to receive at the present time, and determining whether 

there is a difference; and an information generating step 
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of generating transmission information, in a predetermined 
case where it is determined at least once that there is a 
difference . 

BRIEF DESCRIPTION OF THE DRAWINGS 
5 [0037] Fig. 1 is a schematic configuration diagram of 

a communication system in the first embodiment* 
[0038] Fig. 2 is a functional block diagram of the 

communication system in the first embodiment. 
[0039] Fig. 3 is a functional block diagram of an 

10 information generating part incorporated in an aggregation 

point . 

[0040] Fig. 4 is a table showing an example of an RFID 

location database . 

[0041] Fig. 5 is a table showing an example of a location 

15 code correspondence table. 

[0042] Fig. 6 is a table showing an example of a location 

database of aggregation point. 

[0043] Fig. 7 is a flowchart showing mode switching 

processing. 

20 [0044] Fig. 8 is a flowchart showing sequential 

processing about RFID location estimation. 
[0045] Fig. 9 is a functional block diagram showing a 

modification example of the communication system of the first 
embodiment . 

25 [0046] Fig. 10 is a functional block diagram showing 

the configuration of the RFID in the second embodiment. 
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[0047] Fig* 11 is a functional block diagram showing 

the configuration of the RFID in the third embodiment. 

[0048] Fig. 12 is a functional block diagram showing 

a configuration of an ID receiving part in the third 
5 embodiment . 

[0049] Fig. 13 is a flowchart showing sequential 

processing about authentication of the RFID. 

[0050] Fig. 14 is a flowchart showing sequential 

processing about a search for a specific RFID. 
10 [0051] Fig. 15 is a functional block diagram of the 

communication system in the fourth embodiment. 

[0052] Fig. 16 is a flowchart showing processing at the 

server and processing at the aggregation point in the fourth 
embodiment . 

15 [0053] Fig. 17 is a functional block diagram of the 

communication system in the fifth embodiment. 
[0054] Fig. 18 is a flowchart showing processing at an 

information storage part in the fifth embodiment. 
[0055] Fig. 19A is an illustration showing a channel 

20 configuration in the sixth embodiment. 

[0056] Fig. 19B is an illustration showing a 

modification of the channel configuration in the sixth 
embodiment . 

[0057] Fig. 20 is a flowchart showing processing at a 

25 cellular communication part in the sixth embodiment. 

[0058] Fig. 21 is a functional block diagram of an 
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information storage part and associated components in the 
seventh embodiment . 

[0059] Fig. 22 is a flowchart showing processing at the 

information storage part in the seventh embodiment. 
5 [0060] Fig. 23 is a functional block diagram of the ID 

receiving part in the first part of the eighth embodiment. 

[0061] Fig. 24 is a functional block diagram of the 

server in the first part of the eighth embodiment. 

[0062] Fig. 25A is a functional block diagram of the 

10 server in the second part of the eighth embodiment. 

[0063] Fig. 25B is a functional block diagram of main 

part of the ID receiving part in the second part of the eighth 
embodiment . 

[0064] Fig. 26 is a flowchart showing processing at the 

15 server and processing at the aggregation point in the second 

part of the eighth embodiment. 

[0065] Fig. 27 is a functional block diagram showing 

a modification of the server in the second part of the eighth 
embodiment . 

20 [0066] Fig. 28 is a functional block diagram of main 

part of the aggregation point provided with the RFID location 
estimating function . 

[0067] Fig. 29A is an illustration for explaining the 

RFID receive mode. 
25 [0068] Fig. 29B is an illustration for explaining the 

dual mode. 
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[0069] Fig. 29C is an illustration for explaining the 

dual mode. 

[0070] Fig. 29D is an illustration for explaining the 

cellular communication mode. 
5 DESCRIPTION OF THE PREFERRED EMBODIMENTS 

[ 0071 ] A variety of embodiments according to the present 

invention will be described below in order. 
[0072] [First Embodiment] 

[Configuration of Communication System] 
10 Fig. 1 shows a schematic configuration diagram of 

communication system 1 in the first embodiment. As shown 
in the same figure, communication system 1 is comprised of 
a plurality of mini-communicators (hereinafter referred to 
as "RFIDs " ) 50 (a generic name of 50A and SOB in Fig. 1) 
15 which are configured to transmit predetermined 

identification information (ID) of their own, server 10 
capable of being connected to cellular communication network 
20, and a plurality of aggregation points 30 for aggregating 
information from the RFIDs. 
20 [0073] Each RFID 50 is located on a surface or inside 

of a variety of objects (including not only potable objects, 
but also fixed objects) such as books, boards, notebook PCs, 
etc., or independently located at a predetermined outdoor 
or indoor site. In Fig. 1, each RFID located independently 
25 is referred to as "an independent RFID." The RFIDs are 

classified under two types, depending upon whether or not 
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the location information of RFID is known. RFIDs with known 
location information are indicated by hatched squares in 
Fig. 1 and, for example, include independent RFIDs 01-03, 
RFIDs placed on boards, and so on. On the other hand, RFIDs 
5 with unknown location information are indicated by 

non-hatched squares in Fig. 1 and, for example, include 
notebook PCs 01 and 02, RFIDs placed on books, and so on. 
Similarly, aggregation points 30 are also classified into 
aggregation points with known location information 
10 (aggregation points 01 , 02, and 03 in Fig. 1) and aggregation 

points with unknown location information (aggregation point 
04 in Fig. 1) . 

[0074] Fig. 2 shows a functional block diagram of 

communication system 1. As shown in the same figure, RFID 

15 (mini-communicator) 50 is comprised of ID storage part 51 

constructed of a ROM or the like storing an ID of its own, 
and transmission part 52 for transmitting the ID information 
through a radio link. In some cases the ID of RFID 50 contains 
owner identification information indicating an owner of the 

20 RFID 50. 

[0075] Aggregation point 30 is comprised of cellular 

communication part 34 which implements communication with 
server 10 or another terminal via cellular communication 
network 20; ID receiving part 31 which receives the ID 

25 information fromRFID 50 andmeasures the reception intensity 

of a received radio wave; information generating part 32 
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which generates transmission information to server 10, 
containing the ID information of RFID 50, the ID information 
of the aggregation point 30, and the reception intensity 
of the received radio wave, and which makes the generated 
5 transmission information transmitted to the server 10 ; memory 

33 which memorizes an after-described RFID list; mode control 
part 36 which receives a switching signal for switching among 
three modes described later and which performs a mode 
switching control based on the received switching signal; 

10 aggregation function control part 35 which makes the ID 

receiving part 31 and information generating part 32 perform 
an awaiting-receiving operation according to a predetermined 
algorithm when receiving an on signal to activate the RFID 
information receiving function from mode control part 36; 

15 and cellular control part 37 which actuates the cellular 

communication part 34 when receiving an on signal to activate 
the cellular communication function from mode control part 
36. 

[0076] Server 10 is comprised of receiving part 13 which 

20 receives information via cellular communication network 20; 

transmittingpart 14 which transmits information via cellular 
communication network 20; location database 11 which stores 
location information of RFID 50 and aggregation point 30; 
and location estimating part 12 which estimates a location 
25 of an RFID or aggregation point and updates the location 

database 11 by the estimated location information. 
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[0077] Fig. 3 shows a functional block diagram of 

information generating part 32 incorporated in aggregation 
point 30. As shown in the same figure, the information 
generating part 32 is comprised of generator 32C which 
5 generates the transmission information to server 10, 

containing the ID information of RFID 50, the ID information 
of the aggregation point 30, and the reception intensity 
of the received radio wave; determining part 32A which 
compares an ID of a mini-communicator which the aggregation 

10 point is able to receive at the present time, with the stored 

IDs of mini-communicators to determine whether there is a 
difference; and transmission control part 32B which makes 
the cellular communication part 34 transmit the transmission 
information to server 10 in a predetermined case where it 

15 is determined at least once that there is a difference. When 

the determining part 32A determines through the above 
comparison that there is a difference, it updates the IDs 
of RFIDs stored in memory 33. 

[0078] Aggregation point 30 can be constructed, for 

20 example, on the basis of a cell phone or the like. In this 

case, hardware can be implemented using the CPU, DSP, memory, 
etc. with which the cell phone is originally provided, with 
addition of software, while it is necessary to add the hardware 
including the aforementioned ID receiving part 31 and an 
25 antenna connected thereto. 

[0079] It is, however, also possible to construct 
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aggregation point 30, by only adding software on the basis 
of the cell phone or the like. This will be described later. 
[0080] Aggregation point 30 may also be further provided 

with a means for amplifying a radio wave in the cellular 
5 communication network to implement relaying thereof. In 

this case, aggregation point 30 functions as a relay station 
during execution of cellular communication of another 
aggregation point located at a site where the radio wave 
in the cellular communication network is weak, e.g., in 
10 downtown underground areas, in mountain areas, etc., to 

support the cellular communication of the other aggregation 
point . 

[0081] In passing, the location database 11 

incorporated in server 10 in Fig. 2, is comprised of RFID 

15 location database 41 for managing the location information 

of RFIDs, as shown in Fig. 4; location code correspondence 
table 42 defining contents of respective location codes, 
as shown in Fig. 5; and aggregation point location database 
43 for managing the location information of aggregation 

20 points, as shown in Fig. 6. 

[0082] As shown in Fig. 4, RFID location database 41 

stores ID numbers of RFIDs, numbers of aggregation points 
having received the radio wave from the RFIDs, location codes 
of the RFIDs, up-to-date update times of update of 

25 information, owner numbers indicating owners of the RFIDs, 

and reception intensity information of the radio wave from 
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the RFIDs . 

[0083] As shown in Fig . 5, location code correspondence 

table 42 contains definitions to define the contents of the 
location codes (specific location information) in 
5 correspondence with the respective location codes. It is 

noted here that "entered by user" in parentheses in the 
location information indicates location information entered 
into the database by the user (e.g., the administrator of 
the communication system) himself or herself and that 
10 "estimated" indicates location information estimated by 

location estimating part 12. 

[0084] As shown in Fig. 6, aggregation point location 

database 43 stores location codes indicating present 

locations of aggregation points in correspondence with 
15 numbers of the respective aggregation points. 

[0085] [Description of Various Processings in 

Communication System] 

The mode switching processing in Fig. 7 and sequential 

processing concerning the RFID location estimation in Fig. 
20 8 will be described below in order, as processings in 

communication system 1 of the configuration as described 

above . 

[0086] Themodes employed herein are the following three 

modes: "RFID information receive mode" in which only the 
25 RFID information receiving function is active; "cellular 

communication mode" in which only the function as a mobile 
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terminal of cellular communication is active at aggregation 
point 30; "dual mode" in which the both functions are active. 
The "RFID information receive mode" among these corresponds 
to a case where aggregation point 30 performs only reception 
5 of ID information from RFID 50 as shown in Fig. 29A; the 

"cellular communication mode" to a case where aggregation 
point 30 performs only user communication (voice calls or 
the like) via cellular communication network 20 like ordinary 
potable terminals as shown in Fig. 29D. The "dual mode" 

10 corresponds to a case where aggregation point 30 performs 

both the reception of ID information from RFID 50 and 
communication with cellular communication network 2 0 as shown 
in Figs. 29B and 29C. The "communication with cellular 
communication network 20" involves a case where aggregation 

15 point 30 only transmits RFID information based on ID 

information from RFID 50 to cellular communication network 
20 as shown in Fig. 29B, and a case where aggregation point 
30 performs both the transmission of RFID information based 
on ID information from RFID 50 and the user communication 

20 (voice calls or the like) as shown in Fig. 29C. 

[0087] [Mode Switching Processing] 

The mode switching processing is executed by mode 
control part 36 of aggregation point 30 when the aggregation 
point receives a switching signal from server 10 or when 

25 the administrator of the communication system or the like 

directly enters it. As shown in Fig. 7 , first, mode control 
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part 36 receives control information about mode switching 
through the reception of the switching signal from server 
10 or through the direct entry from the administrator of 
the communication system or the like (SOI) . Then the mode 
5 control part 36 determines whether the content of the control 

information is a switching request into the cellular 
communication mode (S02) and determines whether it is a 
switching request into the RFID information receive mode 
(S03) . 

10 [0088] When the content of the control information is 

a switching request into the cellular communication mode, 
the mode control part 36 transmits an activation control 
signal of cellular communication function to cellular control 
part 37 in order to activate only the cellular communication 

15 function (S04) . Then the cellular control part 37 , receiving 

the activation control signal of cellular communication 
function, activates the cellular communication part 34, 
whereby aggregation point 30 comes to operate as an ordinary 
cell phone . In the cellular communication mode, aggregation 

20 point 30 performs neither the ID reception from RFID 50 nor 

the generation of information. 

[0089] When the content of the above control information 

is a switching request into the RFID information receive 
mode, the mode control part 36 transmits an activation control 
25 signal of RFID information receiving function to aggregation 

function control part 35 in order to activate the RFID 
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information receiving function (S05) . Thereafter, 
aggregation function control part 35, receiving the 
activation control signal of RFID information receiving 
function, makes the ID receiving part 31 and information 
5 generating part 32 perform the awaiting-receiving operation 

according to the predetermined algorithm. The 
awaiting-receiving operation of ID receiving part 31 in this 
case is controlled so as to keep the receiving operation 
off during unnecessary periods as much as possible and keep 

10 the ID receiving part 31 on only during necessary and 

sufficient periods. For example, it is feasible to perform 
such an operation as to activate ID receiving part 31 in 
agreement with intermittent radio wave transmission cycles 
from RFID 50, i.e., as to deactivate ID receiving part 31 

15 during time zones without reception of the radio wave from 

RFID 50. 

[0090] On the other hand, when the content of the above 

control information is a switching request into the dual 
mode, the mode control part 3 6 transmits an activation control 

20 signal of cellular communication function to cellular control 

part 37 and an activation control signal of RFID information 
receiving function to aggregation function control part 35, 
in order to activate both the cellular communication function 
and the RFID information receiving function (S06) . This 

25 results in activating each of the cellular communication 

function and the RFID information receiving function as 
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described above. 

[0091] The processing of Fig. 7 described above enables 

appropriate switching among the three modes in accordance 
with the content of the received control information. If 
5 the administrator side of the communication system is allowed 

to set and control the above three modes (e.g., if the 
administrator of the communication system is allowed to set 
and control the modes through the server) , it can control 
the modes used by the users, whereby it becomes possible 

10 to reduce charges on the users if required resources in the 

communication system can be cut down. 
[0092] In the RFID information receive mode, 

aggregation point 30 transmits no information through 
cellular communication network 20. Namely, in the cellular 

15 communication mode the user is allowed to perform 

communication through the cellular communication network 
20 anytime when necessary, whereas in the RFID information 
receive mode the user is not allowed to perform communication 
through cellular communication network 20. In the RFID 

20 information receive mode no resource is consumed in the 

cellular communication network 20, and thus there is a room 
for reduction in charges on users. 

[0093] During periods in the dual mode, as shown in Figs . 

29B and 29C, aggregation point 30 transmits generated RFID 
25 information through cellular communication network 20. 

However, the timing of transmission of the RFID information 
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is controlled by cellular communication network 20 and 
aggregation point 30 (user side) is not allowed to set the 
transmission timing . For example, where the traffic is heavy 
in the cellular communication network 20, the aggregation 
5 point holds for a while and transmits the information after 

receiving a permission from cellular communication network 
20* In another example, where the traffic is heavy in the 
cellular communication network 20, aggregation point 30 is 
assigned a channel of a small capacity for transmission of 

10 the RFID information therefrom; and where the traffic is 

low in cellular communication network 20, aggregation point 
30 is assigned a channel of a large capacity for transmission 
of the RFID information therefrom. Here the cases where the 
traffic is heavy in the cellular communication network 20 

15 involve a case where the traffic is heavy because of 

transmission and reception of high volume of data between 
another portable terminal and cellular communication network 
20, and a case where the traffic is heavy because of 
transmission and reception of high volume of data between 

20 the aggregation point 30 itself and cellular communication 

network 20. 

[0094] [Sequential Processing about RFID Location 

Estimation] 

The sequential processing about the RFID location 
25 estimation in Fig. 8 will be described below. As shown in 

Fig. 8, at aggregation point 30 the ID receiving part 31 
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receives ID information transmitted by a radio wave from 
RFID 50 and measures the reception intensity of the radio 
wave (Sll) . Then information generating part 32 generates 
a list of RFIDs existing in the area of the aggregation point 
5 30 (in-area RFID list) , based on the ID information acquired 

from ID receiving part 31, and retrieves a most recent RFID 
list recorded in memory 33 (S12) . Then information 
generating part 32 compares the in-area RFID list with the 
most recent RFID list to determine whether they are equal 

10 (S13) . When they are equal, the information generating part 

32 terminates the processing, while executing neither 
creation of transmission information nor transmission of 
transmission information to the server as described later. 
There are a variety of conceivable cases as criteria for 

15 determining that the two RFID lists are different (not equal) 

at S13 in Fig. 8. Namely, a determination of being different 
may be made if there is a difference between IDs even once 
out of a predetermined number of times or if there is a 
difference a predetermined number of continuous times. It 

20 is also possible to control the operation as described above, 

so as to be performed for only RFIDs corresponding to a 
designated owner number. 

[0095] On the other hand, if the in-area RFID list is 

different from the most recent RFID list at S13, the RFID 
25 list recorded in memory 33 is updated by the in-area RFID 

list and the transmission information to server 10 is 
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generated (S14) . The "transmission information" herein is 
comprised, for example, of the ID information of RFID, 
reception time information of the ID information, reception 
intensity information of the radio wave received, and the 
5 ID information of the aggregation point 30. Then the 

generated transmission information is transmitted to server 
10 (S15) and the processing at the aggregation point is 
terminated. 

[0096] The server 10 on the other side receives the 

10 transmission information from aggregation point 30 (Til), 

and estimates the location of RFID 50 corresponding to the 
transmission information, based on the received transmission 
information, the pre-stored location information of RFID 
50, and the pre-stored location information of aggregation 
15 point 30 (T12) . Aspecific example of the location estimation 

processing herein will be described later. Then the location 
database of RFID 50 is updated by the estimated location 
information (T13) . 

[0097] A specific example of the location estimation 

20 processing at T12 will be described below referring to Fig. 

1. We shall first note aggregation point 01 in Fig. 1. The 
location of aggregation point 01 itself is known and is 
registered with the location database 11 of server 10. The 
aggregation point 01 is receiving radio waves from the 
25 following three RFIDs . The three RFIDs from the left in Fig. 

1 are an independent RFID 01 with known location information, 
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an RFID attached to notebook PC 01 with unknown location 
information, and an RFID attached to a board with known 
location information. The aggregation point 01 transmits 
ID numbers received from the respective RFIDs and radio wave 
5 intensity information measured for received radio waves from 

the respective RFIDs, via cellular communication network 
20 to server 10. 

[0098] Now, suppose we want to estimate the location 

of notebook PC 01 on the basis of the information from the 

10 aggregation point 01 . A comparison is made among three radio 

wave intensities of the received radio wave from independent 
RFID 01 with known location information, the received radio 
wave from the board with known location information, and 
the received radio wave from notebook PC 01 as an object 

15 for estimation. The distance from notebook PC 01 to 

aggregation point 01 can be estimated by making use of the 
property that the intensity of a radio wave is reciprocal 
to the distance to a point of transmission of the radio wave. 
In like manner the distance from notebook PC 01 to aggregation 

20 point 02 can also be estimated by comparing the radio wave 

intensities of received radio waves from the respective 
independent RFID 01, board, and notebook PC 01 as an object 
of estimation measured at aggregation point 02. 
Furthermore, two circles with the center at each of the 

25 aggregation points 01, 02 are drawn according to the estimated 

distances, and it can be estimated that the notebook PC 01 
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is located near intersections between these circles. Which 
intersection should be adopted out of the two intersections 
between the circles can be determined, for example, by 
detecting an incoming direction of the radio wave from 
5 notebook PC 01 at aggregation point 01 or 02 and estimating 

the location of notebook PC 01 to be near the intersection 
between the circles falling on the incoming direction. 
[0099] The situation of aggregation point 03 will be 

describedbelow. The location of aggregation point 03 itself 

10 is registered with server 10 and this aggregation point 03 

is receiving a radio wave from an RFID attached to notebook 
PC 02 and a radio wave from an independent RFID 03 with known 
location information. Now, suppose we want to roughly 
estimate the location information of this notebook PC 02. 

15 The aggregation point 03 transmits the radio wave intensity 

information of the received radio wave from the RFID of 
notebook PC 02 at the aggregation point 03 and the ID 
information of the RFID, and the radio wave intensity 
information of the received radio wave from the RFID of 

20 independent RFID 03 at the aggregation point 03 and the ID 

information of the independent RFID 03 via the cellular 
communication network 20 to server 10, and the distance from 
the notebook PC 02 to the aggregation point 03 can be estimated 
by comparing the two radio wave intensities in a manner similar 

25 to the above . The location of the notebook PC 02 is then 

estimated to be on a circle of radius equal to thus estimated 
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distance with the center at the aggregation point 03. 
Furthermore, since the radio wave from the RFID of the notebook 
PC 02 is received by the aggregation point 03 but not received 
by the aggregation point 04, it is estimated that the location 
5 of the notebook PC 02 is on the above circle and apart over 

a predetermined distance from the aggregation point 04. 
[0100] Furthermore, a case of aggregation point 04 with 

its own position being unknown will be described. The 
aggregation point 04 receives radio waves from four RFIDs 

10 with known location (independent RFID 02, independent RFID 

03, an RFID attached to a board, and an RFID attached to 
the aggregation point 03) . Sets of radio wave intensities 
of the respective radio waves received and ID information 
items of the respective RFIDs are transmitted from the 

15 aggregation point 04 via cellular communication network 20 

to server 10. The server 10 draws circles of radii according 
to the received radio wave intensities with the center at 
each of the independent RFID 02, independent RFID 03, board, 
and aggregation point 03 with their known location, and the 

20 location of the aggregation point 04 is estimated to be near 

intersections between them. The location information of the 
aggregation point 04 obtained by the estimation as described 
above is added to the location database 43 of aggregation 
points in Fig. 6. 

25 [0101] Supposing the above aggregation point 04 is 

receiving a very strong radio wave from an RFID attached 
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to a book with unknown location, it can be estimated that 
this book is located in the vicinity of the location of the 
aggregation point 04 estimated as described above, 
[0102] The processing in Fig. 8 as described above 

5 permits the server 10 to estimate the location of RFID 50 

corresponding to the transmission information, whereby the 
location information of the RFID 50 is securely managed by 
the RFID location database. 

[0103] Since the aggregation point 30 performs the 

10 estimation of location of RFID 50 and the update of the RFID 

location database only if the in-area RFID list is determined 
to be different from the most recent RFID list at S13, it 
is feasible to eliminate unnecessary location estimation 
processing and thereby implement efficient execution of 

15 processing. 

[0104] [Various Modifications about First Embodiment] 

The component for estimating the location of RFID 50 
does not have to be limited to server 10, but may be the 
aggregation point 30. Namely, the aggregation point 30 is 

20 arranged to further receive from another aggregation point, 

other terminal information containing an ID of an RFID, the 
reception intensity of the radio wave from the RFID, and 
the location information of the other aggregation point, 
whereby the aggregation point 30 can estimate the location 

25 of the RFID in similar fashion to above, based on the reception 

intensity of the radio wave from the RFID measured by itself 
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and on the other terminal information thus received. In this 
case, the processing load increases on each aggregation 
point, while there is the advantage that the traffic can 
be reduced in the cellular communication network. 
5 Specifically, as shown in Fig. 28, the aggregation point 

30X is preferably configured to further comprise location 
database 44B memorizing the location information of RFIDs 
and other aggregation points, and location estimating part 
44A for estimating the location of an RFID or another 

10 aggregation point and updating the location database 44B 

by the estimated location information. All the aggregation 
points may be provided with the foregoing location database 
44B and location estimating part 44A, or it is also possible 
to adopt a configuration wherein only some of the aggregation 

15 points are provided with the foregoing location database 

44B and location estimating part 44A so that the aggregation 
points with the location estimating function coexist with 
the aggregation points without the location estimating 
function. 

20 [0105] The above embodiment illustrated the example 

using active RFIDs as RFIDs (mini-communicators) , but the 
RFIDs may be passive RFIDs or semi-passive RFIDs. For 
example, communication system IS shown in Fig. 9 can be 
employed as a configuration in that case. Namely, RFID 50 

25 is provided with transmission-reception part 52S in place 

of the transmitting part. The aggregation point 30 is 



42 



FP03-0255-00 



provided with ID transmission-reception part 31S in place 
of the ID receiving part; the ID transmission-reception part 
31S and cellular communication part 34 constitute 
communication part 39; and this communication part 39 is 
5 configured to implement softwarewise switching between the 

ID transmission-reception function and the cellular 
communication function* The mode control part 36, cellular 
control part 37, and aggregation function control part 35 
constitute control part 38, and this control part 38 is also 

10 configured to implement softwarewise switching between the 

ID transmission-reception function and the cellular 
communication function. In the communication system IS as 
described above, much the same processing as in the above 
embodiment can be performed even in use of the passive RFIDs 

15 or semi-passive RFIDs as RFIDs, by adding a pre-process in 

which aggregation point 30 sends an ID information request 
to RFID (passive RFID or semi-passive RFID) 50. 
[0106] Furthermore, it is also possible to implement 

the radio wave receiving process from RFIDs at ID receiving 

20 part 31, and the cellular communication process through 

cellular communication network 20 at cellular communication 
part 34, by software radio technology. Namely, all the 
controls of the radio modulation system and transmission 
system are carried out on a software basis and the radio 

25 wave transmission-reception functions of the antennas at 

ID receiving part 31 and at cellular communication part 34 
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can also be implemented on a software basis. In this case, 
for example, a program to control the processings of Fig. 
7 and Fig. 8 is downloaded into preowned cell phones, whereby 
the processings in Fig . 7 and Fig. 8 canbe implemented therein, 
5 with similar effect to that in the above embodiment. 

[0107] [Second Embodiment] 

The second embodiment will illustrate a configuration 
of RFID 50 for preventing interference. 

[0108] There are cases in which a plurality of RFIDs 

10 50 simultaneously transmit their radio waves to one 

aggregation point 30. For this reason, it is necessary to 
adopt some means for preventing interference among the radio 
waves from the RFIDs 50 at aggregation point 30. A solution 
is a method of preliminarily determining transmission 
15 intervals of radio waves from RFIDs 50 individually for the 

respective RFIDs and letting each RFID 50 transmit the radio 
wave at the transmission intervals determined. In use of 
this method, even if radio waves from different RFIDs 50 
temporally overlap each other at a certain timing to cause 
20 interference, the radio waves will not temporally overlap 

each other at the next transmission timing, so as to prevent 
interference . 

[0109] Other methods include a method of randomly 

changing the transmission intervals of radio wave from the 
25 same RFID 50 by itself, a method of temporarily suspending 

transmission of the radio wave and resuming transmission 
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thereafter, andsoon. By employing these methods, itbecomes 
feasible to prevent the interference among transmitted radio 
waves from RFIDs 50, while an average transmission interval 
is kept equal among all the RFIDs 50. A potential 
5 configuration is, as shown in Fig. 10, such that each RFID 

50 is newly provided with transmission interval control part 
53 of performing such control as to randomly change the 
transmission intervals of radio wave from the RFID and the 
transmission interval control part 53 controls the 

10 transmission operation of transmitting part 52. 

[0110] [Third Embodiment] 

Next, the third embodiment will illustrate an 
embodiment in which the aggregation point 30 authenticates 
whether an RFID 50 as a transmitter of a radio wave is a 

15 qualified one. In the present embodiment, specific 

configurations are provided in RFID (mini-communicator) 50 
as shown in Fig. 11 and in ID receiving part 31 in aggregation 
point 30 as shown in Fig. 12. 

[0111] As shown in Fig. 11, RFID 50 is comprised of time 

20 stamp generating part 54 which generates a time stamp 

indicating a transmission time of ID information; signature 
generating part 55 which generates an electronic signature; 
private key storage part 56 which stores a private key; ID 
memory part 51 comprised of a ROM or the like memorizing 
25 the ID information of the RFID; multiplexing part 57 which 

multiplexes the ID information, time stamp, and electronic 
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signature; and transmission part 52 which transmits the 
multiplexed information through a radio link. 
[0112] As shown in Fig. 12, ID receiving part 31 is 

comprised of decrypting part 31A which decrypts a signal 
5 fromRFID 50; separating part 3 IB which separates information 

resulting from the decryption, into three information items 
of the time stamp, electronic signature, and ID information; 
storage part 31D for a public key of RFID 50, which stores 
the public key of RFID 50; signature verifying part 31C which 

10 retrieves the public key corresponding to the ID information 

from the public key storage part 31D and verifies the 
electronic signature through the use of the public key; and 
ID output control part 31E which outputs the ID information 
to information generating part 32 if the result of the 

15 verification is normal. 

[0113] The processing shown in Fig. 13 is executed by 

the RFID 50 and ID receiving part 31 of the configurations 
as described above . Namely, at RFID 50, time stamp generating 
part 54 generates a time stamp on every occasion of 

20 transmissionof ID information (A21) and signature generating 

part 55 generates an electronic signature from the above 
time stamp through the use of the private key (A22) . Then 
the multiplexing part 57 multiplexes the ID information 
retrieved from the ID memory part 51, and the time stamp 

25 and electronic signature thus generated (A23) , and the 

transmitting part 52 transmits the information resulting 
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from the multiplexing operation, through a radio link (A24) . 
[0114] When ID receiving part 31 receives the 

multiplexed information from RFID 50 (B21) , decrypting part 
31A decrypts the information (B22) , and separating part 31B 
5 separates the information resulting from the decryption, 

into three information items of the time stamp, electronic 
signature, and ID information (B23) . Then the signature 
verifying part 31C selects and retrieves the public key 
corresponding to the ID information from the public key 

10 storage part 31D (B24) and verifies the electronic signature 

through the use of the public key (B25) . The verification 
here can be implemented as follows: for example, the 
electronic signature is entered into a predetermined 
verification function using the public key and it is 

15 determined whether an output value . thereof agrees with the 

time stamp received along with the electronic signature. 
When the output value agrees with the time stamp, it is 
determined that the verification is successful; if the output 
value disagrees with the time stamp, it is determined that 

20 the verification is unsuccessful. Furthermore, when the 

result of the verification is normal, the ID output control 
part 31E outputs the ID information to information generating 
part 32 (B27) . When the result of the verification is 
abnormal, however, the ID output control part 31E avoids 

25 the output of ID information and terminates the processing. 

[0115] With the configurations and processing as 
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described above, the aggregation point 30 is able to 
authenticate whether RFID 50 as a transmitter of a radio 
wave is a qualified one. Namely, only if RFID 50 is 
authenticated as a qualified one, the ID of the RFID 50 can 
5 be outputted to information generating part 32, whereby it 

is feasible to prevent unauthorized accesses and others of 
unqualified RFIDs to the present system in advance and thereby 
improve the security of the system. 

[0116] The present embodiment illustrated the example 

10 using the time stamp, but it is noted that the present invention 

is not limited to this example and any function that can 
generate different information upon every transmission and 
that can generate the same output at aggregation point 30, 
can replace the time stamp. 
15 [0117] The signature generating part 55 and signature 

verifying part 31C can use the public key cryptography. An 
algorithm therefor can be preliminarily determined and 
transmitted to aggregation point 30. 

[0118] [Application Example of Location Estimation 

20 Processing] 

Now, an application of the location estimation 
processing of RFID 50 described above will be outlined below 
as an example wherein a user (e.g., the administrator of 
the communication system or the like) requests the server 

25 10 to search for a location of a desired article and in that 

case a location of RFID 50 attached to the article is searched 
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for in the present communication system 1 (the processing 
in Fig. 14) . 

[0119] When server 10 receives a search request for a 

specific RFID 50 about a specific owner number, the processing 
5 of Fig. 14 is initiated. First, the RFID location database 

41 is searched for up-to-date location data about the ID 
number (target ID) of the specific RFID 50 (T31) . Then the 
server determines a group of aggregation points 30 where 
the RFID 50 with the target ID number can be located at present, 

10 from the site and time described in the location data, and 

the present time (T32) , and then the server transmits the 
ID number information and owner number information to be 
searched for, to each of the aggregation points 30 belonging 
to the determined group (T33) . 

15 [0120] Each aggregation point 30, receiving the 

transmitted information, determines whether it is receiving 
the radio wave from the RFID 50 with the ID number (S31) , 
and if it is not receiving the radio wave from the RFID 50 
with the ID number, it will directly terminate the processing . 

20 On the other hand, if it is receiving the radio wave from 

the RFID 50 with the ID number, it measures the reception 
intensity of the radio wave (S32) and transmits a message 
telling the reception of the radio wave from the RFID 50 
with the ID number and the reception intensity information 

25 acquired by the measurement, to server 10 (S33) . 

[0121] When the server 10 receives the message of 
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reception of the radio wave and the reception intensity 
information from one of the aggregation points 30 (T34) , 
it performs location estimation processing similar to that 
at T12 in Fig. 8 described previously (T35) . After the 
5 processing, the server then outputs the location information 

obtained by the estimation (T36) . For example, it can output 
the information by displaying it on a display device, by 
printing it out, or the like. 

[0122] If server 10 receives no response from the 

10 aggregation points 30 within a predetermined period of time 

at T34, it returns to T32 to again execute the determination 
of a new group of aggregation points 30 and the transmission 
of the ID number information and owner number information 
to be searched for. The processes of T32 and T33 are assumed 

15 to be repeated a. predetermined number of times, before the 

RFID 50 with the ID number under a search is found. 
[0123] Through the processing of Fig. 14 as described 

above, the communication system 1 is able to search for a 
location of a specific RFID 50 about a specific owner number. 

20 [0124] [Fourth Embodiment] 

Next, the fourth embodiment will illustrate an 
embodiment in which cellular network management part 21 
managing the cellular communication network 20 performs the 
mode control described in the first embodiment. In 

25 communication system IX shown in Fig. 15, cellular network 

management part 21manages the cellular communication network 



50 



FP03-0255-00 



20. This cellular network management part 21 is comprised 
of at least mode switching signal generating part 21A which 
generates amode switching signal for instructing aggregation 
point 30 to effect mode switching and which transmits the 
5 mode switching signal to aggregation point 30; and class 

information database 21B which stores class information 
defined for each aggregation point or for each user of an 
aggregation point (e.g., default mode-based class 
information defined according to the contract content of 
10 each user, or the like) . In this case, the mode switching 

signal generating part 21A generates the mode switching 
signal according to the class information and transmits the 
signal to aggregation point 30. 

[0125] As shown in Fig. 16, at cellular network 

15 management part 21, mode switching signal generating part 

21A retrieves the class information about aggregation point 
30 or aggregation point using user as a target from class 
information database 21B (T41) and generates the mode 
switching signal according to the class information (T42) . 
20 For example, where the target aggregation point using user 

has a contract of the cellular communication mode for only 
cellular communication and the class information stored is 
one according to the cellular communication mode, the mode 
switching signal generating part 21A generates the mode 
25 switching signal to instruct the target aggregation point 

to effect switching into the "cellular communication mode" 
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according to the class information. Then the cellular 
network management part 21 transmits the mode switching 
signal to the target aggregation point 30 (T43) . 
[0126] At the target aggregation point 30 on the other 

5 side, the cellular communication part 34 receives the 

foregoing mode switching signal and forwards the received 
mode switching signal via cellular control part 37 to mode 
control part 36 (S41) . Then mode control part 36 executes 
the mode control processing according to the mode switching 

10 signal (S42), as in the first embodiment. 

[0127] In the manner as described above, cellular 

network management part 21 generates the mode switching 
signal and transmits it to the target aggregation point 30, 
whereby it is feasible to execute the mode switching control 

15 predominantly by the cellular network management part 21. 

[0128] It is also possible to adopt a configuration 

wherein cellular networkmanagement part 21 further comprises 
network state monitor part 21C which monitors the state of 
cellular communication network 20; and input part 21D for 

20 letting the network administrator (user) enter a user request 

about mode switching and wherein the mode switching signal 
generating part 21A generates the mode switching signal 
according to three information items of the class 
information, the state information of cellular communication 

25 network 20, and the input user request information, different 

from that containing only the class information. In this 
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case, for example, where a user having a contract of the 
dual mode enters a request for temporary switching into the 
cellular communication mode, it is feasible to generate the 
mode switching signal into the cellular communication mode 
5 according to the user request. When the cellular 

communication network 20 is in a heavily congested state, 
it is feasible to generate the mode switching signal into 
the RFID information receive mode on the basis of the state 
information indicating the congested state, in order to 

10 automatically switch into the RFID information receive mode 

without execution of cellular communication. In the 
processing of Fig. 16, at T41 the mode switching signal 
generating part 21A retrieves each of the state information 
of cellular communication network 20 from network state 

15 monitor part 21C and the user request information from input 

part 21D, in addition to the class information about the 
target aggregation point 30 or aggregation point using user, 
and at T42 it generates the mode switching signal according 
to the three information items. 

20 [0129] The predominant part for controlling the mode 

switching may be the cellular network management part 21 
(network management software or network administrator) as 
described above, or may be the administrator of the server 
10. It may also be a user of aggregation point 30 and in 

25 this case, for example, it is also possible to construct 

the system in a configuration wherein one aggregation point 
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generates a mode switching signal to another aggregation 
point (i.e., an aggregation point of another user). 
[0130] [Fifth Embodiment] 

Next, the fifth embodiment will illustrate an 
5 embodiment wherein an information storage part for 

aforementioned "transmission information" is further 
provided in aggregation point 30 . As in communication system 
1Y shown in Fig. 17, aggregation point 30 is further provided 
with information storage part 40 which receives the 

10 transmission information from information generating part 

32 and stores it, and which controls the operation of 
outputting the transmission information to cellular 
communication part 34 or storing the transmission 
information, based on traffic information in cellular 

15 communication network 20 acquired from cellular control part 

37 . 

[0131] As shown in Fig. 18, information storage part 

4 0 acquires the traffic information of cellular communication 
network 20 from cellular control part 37 (C51), and determines 

20 whether the traffic exceeds a predetermined reference value 

being a reference for suspension of output of transmission 
information (C52) . When the traffic is not over the reference 
value herein, information storage part 40 outputs the 
transmission information previously stored, or received from 

25 information generating part 32, to cellular communication 

part 34 (C54) . This results in transmitting the transmission 



54 



FP03-0255-00 



information from cellular communication part 34 via cellular 
communication network 20 to server 30. On the other hand, 
when the traffic exceeds the reference value at C52, 
information storage part 40 suspends the output of 
5 transmission information and stores the transmission 

information (C53) . This results in avoiding output of the 
transmission information to cellular communication network 
20 where the traffic of cellular communication network 20 
exceeds the reference value, whereby it is feasible to smooth 
10 the communication traffic in the cellular communication 

network 20. 

[0132] [Sixth Embodiment] 

Next, the sixth embodiment will illustrate an 
embodiment about a selection control of a channel used upon 

15 output of transmission information to cellular communication 

network 20 by cellular communication part 34 of aggregation 
point 30 . Two types of channels, user channel 60 and control 
channel 7 0 shown in Fig. 19A, are used in output from cellular 
communication part 34 to cellular communication network 20. 

20 The control channel 70 of them is a channel for transmission 

of a control signal with small capacity of transmission, 
whereas the user channel 60 is a channel for transmission 
of user data with large capacity of transmission which is 
set or freed on every occasion of incoming/outgoing call 

25 control. Qualitatively, the control channel 70 involves no 

incoming/outgoing call control and it is thus conceivably 
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often the case that the load of control is small but high 
QoS is required. Since the user channel 60 involves the 
incoming/outgoing call control, the load of control is large 
and required QoS varies depending upon situations. 
5 [0133] Which one of the above two channels the cellular 

communication part 34 should select and utilize upon output 
of the transmission information to cellular communication 
network 20 can be controlled according to the processing 
in Fig. 20. 

10 [0134] Namely, cellular communication part 34 first 

detects the information volume of the transmission 
information to be transmitted at that point (D61), and it 
determines whether the information volume exceeds a 
predetermined reference value being a reference for making 

15 a determination on whether the volume is too high to transmit 

the information by only control channel 70 (D62) . When the 
information volume is not over the reference value, cellular 
communication part 34 outputs the transmission information 
to cellular communication network 20 by using only the control 

20 channel 70 (D64) . 

[0135] If the information volume exceeds the reference 

value at D62, it is determined whether the present status 
is either a case where the user class is high (high quality 
service class) or a case where the user desires high-speed 

25 transmission (D63) . When the determination herein is that 

the user class is high or that the user desires high-speed 
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transmission, cellular communication part 34 transmits the 
transmission information to cellular communication network 
20, using the user channel 60 with large capacity of 
communication (D65) . In this connection, there are a case 
5 using both the user channel 60 and control channel 70, and 

a case using only the user channel 60. 

[0136] When it is determined at D63 on the other hand 

that the user class is not high and that the user does not 
desire high-speed transmission, cellular communication part 

10 34 uses only the control channel 70 to send the transmission 

information to cellular communication network 20 (D64). 
[0137] Through the processing of Fig. 20 as described 

above, cellular communication part 34 is able to send the 
transmission information to cellular communication network 

15 20 while properly using the two types of channels, user channel 

60 and control channel 70, in accordance with the information 
volume of transmission information, the user class, and the 
presence/absence of a user's desire for high-speed 
transmission . 

20 [0138] It is alsopossible to further set another channel 

(RFID channel) 80 dedicated to transmission of the 
transmission information, in addition to the above two types 
of channels, as shown in Fig. 19B. This RFID channel 80 is 
a channel of frame structure suitable for transmission in 

25 fixed bit length (e.g., 128 bits) and with middle capacity 

of transmission. Qualitatively, as to the RFID channel 80, 
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the load of control is middle and the degree of instancy- 
required is not too high; it is thus conceivably often the 
case that low QoS is required. 

[0139] Cellular communication part 34 uses the RFID 

5 channel 80 as described above to send the transmission 

information to cellular communication network 20, whereby 
it becomes feasible to eliminate the need for the switching 
control of used channel and thus reduce the control load. 
In a situation of transmitting too high volume of transmission 

10 information to be handledby only the RFID channel 80, however, 

the transmission information may be efficiently transmitted 
to the cellular communication network 20, using both or one 
of the user channel 60 and control channel 70, together with 
the RFID channel 80. 

15 [0140] [Seventh Embodiment] 

Next, the seventh embodiment will illustrate an 
embodiment in which the information storage part 40 described 
in the fifth embodiment is configured to perform filtering 
of transmission information to be transmitted. As shown in 

20 Fig. 21, information storage part 40 is provided with last-in 

first-out type memory (LIFO memory) 4 OA, and determining 
part 40B which performs the filtering of transmission 
information on the basis of after-described filtering control 
information. Namely, the LIFO memory 4 OA has the property 

25 of outputting data from last-memorized information in first . 

[0141] An example of the filtering control information 
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is information to designate a filtering control mode out 
of a variety of control modes such as a first control mode 
of transmitting only transmission information indicating 
the last state in the LIFO memory 40A as to an identical 
5 RFID ID, a second control mode of transmitting only 

transmission information remaining after a thinning 
operation according to a predetermined rule from the 
transmission information in the LIFO memory 40A as to an 
identical RFID ID, a third control mode of selecting and 

10 transmitting only transmission information of a specific 

RFID ID, and a fourth control mode of transmitting 
transmission information remaining after a thinning 
operation of thinning only transmission information of a 
specific RFID ID. 

15 [0142] The filtering control information as described 

above may be generated at cellular network management part 
21 and sent to aggregation point 30. In this case, as in 
the fourth embodiment, cellular network management part 21 
may set the filtering control information, based on the three 

20 information items of the class information, the state 

information of cellular communication network 20, and the 
user request information entered into the cellular network 
management part 21. 

[0143] The predominant part for setting the filtering 

25 control information may be the cellular network management 

part 21 (network management software or network 
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administrator) as described above, or the administrator of 
server 10. It may also be the user of aggregation point 30 
and in this case, for example, it is also possible to adopt 
a configuration wherein one aggregation point sets the 
5 filtering control information for another aggregation point 

(i.e., an aggregation point of another user). 
[0144] Here we shall explain the processing at 

information storage part 40 with reference to Fig. 22. 
Information storage part 40 first accumulates the 

10 transmission information outputted from information 

generating part 32, into LI FO memory 4 OA (C71) . Thereafter, 
it checks whether determination timing of a predetermined 
period has arrived (C72) and, before arrival of the 
determination timing, the accumulation process of 

15 transmission information at C71 is repeatedly carried out. 

[0145] Upon arrival of the determination timing, the 

determination part 40B acquires the filtering control 
information (e.g., information received from cellular 
network management part 21, information entered by the user 

20 of aggregation point 30, preceding information temporarily 

stored in the determination part 4 0B, etc . ) (C73 ) , and filters 
the transmission information to be transmitted, according 
to the filtering control information (C74) . For example, 
supposing the filtering control information is "to transmit 

25 only transmission information indicating the last state in 

the LIFO memory 40Aas to an identical RFID ID" and "to reject 
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transmission of transmission information with an RFID ID 
of <A0001> only, " the filtering control is carried out so 
as to thin out the transmission information with the RFID 
ID of <A0001> and, as to the other RFID IDs, thin out all 
5 the transmission information except for the transmission 

information of the last state in order to transmit only the 
transmission information indicating the last state. Then 
the transmission information remaining after the filtering 
is transmitted via cellular communication part 34 and the 

10 thinned-out transmission information is deleted (C75) . 

Thereafter, the above processes of C71-C75 are repeated. 
[0146] By the filtering function as described above, 

it is feasible to avoid transmission of unnecessary 
transmission information indicating a halfway state in the 

15 LIFO memory and thereby reduce the load of transmission 

processing and decrease the network traffic. By the 
filtering based on the designation of RFID ID, it is feasible 
to readily execute the transmission of only the transmission 
information of a specific RFID ID and the avoidance of 

20 transmission of only the transmission information of a 

specific RFID ID. 
[0147] [Eighth Embodiment] 

Next, the eighth embodiment will illustrate an 
embodiment in which the aggregation points and server are 

25 provided with the time stamp function. 

[0148] The third embodiment described previously 
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illustrated the embodiment in which time stamp generating 
part 54 for generating the time stamp indicating the time 
of transmission of ID information was provided in RFID 50 
as shown in Fig. 11, but the time stamp is not limited to 
5 the time of transmission of ID information from RFID 50 and 

may be a time of reception of ID information at aggregation 
point 30 or a time of reception of ID information at server 
10. 

[0149] In conjunction therewith, the "update time" at 

10 the RFID location database 41 managed by server 10 shown 

in Fig. 4, may be any record selected from the time of 
transmission of ID information from RFID 50, the time of 
reception of ID information at aggregation point 30, and 
the time of reception of ID information at server 10. 

15 [ 0150 ] For adopting the reception time of ID information 

at aggregation point 30 as a time stamp, the ID receiving 
part 31 in aggregation point 30 can be constructed as shown 
in Fig. 23. Namely, the ID receivingpart 31 may be configured 
so that time stamp generating part 31F for generating the 

20 time stamp indicating the reception time of ID information 

is provided in ID receiving part 31, ID output control part 
31E requests time stamp generating part 31F to send the time 
stamp at that point on the occasion of outputting the 
transmission information, and the time stamp acquired is 

25 attached to the transmission information to be outputted. 

[ 0151 ] For adopting the reception time of ID information 
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at the server as a time stamp, it is possible to employ a 
configuration wherein, as shown in Fig* 24, time stamp 
generating part 15 for generating the time stamp indicating 
the reception time of ID information is provided in server 
5 10X, receiving part 13 requests time stamp generating part 

15 to send the time stamp at that point, immediately after 
the reception of the transmission information, and the time 
stamp acquired is attached to the transmission information 
to be outputted to the location estimating part 12. 

10 [0152] Two or more of the transmission time of ID 

information fromRFID 50, the reception time of ID information 
at aggregation point 30, and the reception time of ID 
information at server 10 may be recorded as a time stamp 
of the "update time" at the RFID location database 41 managed 

15 by server 10 shown in Fig. 4. 

[0153] Incidentally, the time stamp does not have to 

be limited to absolute time information, but can be 
information about a difference (relative time) between a 
certain reference time and an absolute time measured. It 

20 is also possible to carry out an arithmetic operation of 

time such as rounding, raising, omission, and so on. 
[ 0154 ] The following will illustrate a mode wherein the 

server transmits the reference time information to the 
aggregation point and the aggregation point calculates the 

25 difference between the reference time and the absolute time 

measured and outputs it. 
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[0155] As shown in Fig . 25A, server 10Y is provided with 

reference time generating part 16 for generating the 
reference time. As shown in Fig. 25B, ID receiving part 31 
of aggregation point 30 is provided with time stamp generating 
5 part 31F having time measuring part 31G for measuring time, 

and calculating part 31H which calculates the difference 
between the reference time and the measured absolute time 
and outputs it. 

[0156] Fig. 26 shows the contents of processing in this 

10 mode. At server 10Y, the reference time generating part 16 

first generates the reference time (T81) and transmits the 
information of the generated reference time to aggregation 
point 30 (T82 ) . At ID receiving part 31 in aggregation point 
30 on the other side, the calculating part 31H of time stamp 

15 generating part 31F receives the reference time information 

thus transmitted, via cellular communication part 34 and 
stores it (S81) . Then the time measuring part 31G measures 
the absolute time at that point as triggered by a trigger 
signal from ID output control part 31E, and then outputs 

20 the absolute time to calculating part 31H (S82) . The 

calculating part 31H then calculates the difference between 
the reference time and the measured absolute time (S83) . 
At this time, the value of the difference obtained may be 
subjected to a calculation operation such as rounding, 

25 raising, omission, or the like. Then the calculating part 

31H outputs the calculation result to ID output control part 
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31E (S84) . Thereafter, ID output control part 31E puts the 
calculation result obtained (the information of the 
difference from the reference time) into the transmission 
information and outputs it. This results in storing the 
5 transmission information from ID output control part 31E 

through information generating part 32 into memory 33 and, 
thereafter, transmitting the transmission information from 
cellular communication part 34 via cellular communication 
network 2 0 to server 10. 

10 [0157] According to the mode of calculating and 

outputting the difference between the reference time and 
the measured absolute time as described above, the memory 
capacity in the storage is smaller than that in the case 
where the measured absolute value is outputted as it is, 

15 and the information volume transmitted in the cellular 

communication network 2 0 can be reduced. 

[0158] The time stamp generating part as shown in Fig. 

25B may be provided in the server. For example, server 10Z 
shown in Fig. 27 is provided with time stamp generating part 

20 15 having time measuring part 15A and calculating part 15B 

similar to those described above. This method of recording 
the time stamp generated by time stamp generating part 15 
provided in the server, into the received transmission 
information has the advantage of eliminating the need for 

25 the process of transmitting and receiving the reference time 

information and the calculation result between the server 
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and the aggregation point as in Fig. 2 6 described above, 
while also having the disadvantage of a large delay time 
included in the time stamp information. 

[0159] On the other hand, the process of transmitting 

5 and receiving the reference time information and the 

calculation result between the server and the aggregation 
point as shown in Fig. 2 6 has the disadvantage of certain 
degree of processing load, while having the advantage of 
a smaller delay time included in the time stamp information. 

10 [0160] As described above, the embodiment of Fig. 27 

is in the trade-off relation with the embodiment of Figs. 
25A, 25B, and26, but the trade-off canbe adj ustedby providing 
the server with the configurations of Figs. 25A and 27, 
providing the ID receiving part of the aggregation point 

15 with the configuration of Fig. 25B, and properly switching 

between the above two modes according to accuracy demand 
of time stamp information or the like. 

[0161] In the above embodiments, the invention of random 

access method taking intermittent reception into account 

20 can be applied to the intermittent reception control of the 

cellular communication function and RFID information 
receiving function by control information, and the method 
of preliminarily determining the transmission intervals of 
radio waves from the RFIDs individually for the respective 

25 RFIDs and letting each RFID transmit the radio wave at the 

determined transmission intervals. This is implemented as 
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follows: deterministic random access, e.g., Time hopping 
technology or the like, is made using numbers and random 
values differing among transmitting radio stations, as an 
autonomous control method, and a receiving radio station 
5 performs intermittent reception of signals from the 

transmitting radio stations during periods of time except 
for the deterministic data transmission periods. 
[0162] As described above, the present invention 

enables the appropriate switching among a plurality of modes 

10 by providing the mobile communication terminal with the 

switching control means for receiving the switching signal 
for switching among the plurality of modes including the 
identification information receive mode and the cellular 
communication mode and performing the mode switching control 

15 based on the switching signal. The present invention also 

implements the appropriate switching among a plurality of 
modes by letting the mobile communication terminal perform 
the switching control step of receiving the switching signal 
for switching among the plurality of modes including the 

20 identification information receive mode and the cellular 

communication mode and carrying out the mode switching 
control based on the switching signal. 



67 



